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U. S. Department of Energy

Oak Ridge Office

Computational Resources Users’ Responsibilities 

PRINCIPLES & RESPONSIBILITIES

Personnel who use any Federal computing resource (e.g., Personal Digital Assistants (PDAs), Blackberries, notebooks/laptops, desktop personal computers (PCs)/Macintosh (MACS), workstations, other computers, data communication devices, and associated software and networks) at the Department of Energy (DOE) Oak Ridge Office (ORO) Federal Building Complex to process, store, or transmit data and information shall first read and familiarize themselves with the principles and responsibilities discussed below and sign the attached COMPUTER USE & SECURITY AGREEMENT, a signed copy of which will be retained by the user, and the original by the ORO.

FOR AUTHORIZED USE ONLY

The DOE ORO computing resources are government property funded by the DOE for the purpose of supporting the various programmatic and scientific research efforts needed to accomplish the Department’s missions.  As such, these resources are to be used for authorized use only.  The DOE ORO and ORO contractor personnel users should remember that when they use their own organization’s computing resources, they are acting in their employment capacity on behalf of their employer and the Department of Energy.

Electronic email sent via site networks, for example, ordinarily bears site-specific identifiers in the address (e.g., name@oro.doe.gov or name@ornl.gov). It therefore reflects on the Department of Energy and the ORO Federal Building Complex, indicating to all who read the message that it was composed on government equipment at a Federally-funded site.
For these reasons, regardless of disclaimers, when you use site email resources you are representing your site and the Department of Energy, and you must act accordingly.  Because the email that you send and receive through the site’s computational resources is official business by definition, there ordinarily would be no legitimate reason to use anonymous remailers or personally owned copies of encryption software for the transmission of your message.  Any activity outside the scope of your employment or any activity which could embarrass the organization must be avoided.

FOR PERSONAL IDENTIFIABLE INFORMATION (PII) 
All electronic copies of Protected PII will reside within an accreditation boundary protected at least at the moderate level.  Protected PII is not to be downloaded to mobile devices (such as laptops, PDAs, or removable media) or systems outside the protection of the accreditation boundary unless a waiver has been granted by the Designated Approval Authority (DAA). 

FOR PERSONAL IDENTIFIABLE INFORMATION (PII) (Cont.)

Waiver:
If there is an operational or business need to store Protected PII outside the accreditation boundary (in particular on laptops and mobile devices), a waiver may be granted by the DAA.  In instances where a waiver has been granted, the controls as specified by DOE CIO TMR-22 will be applied.  In particular, encryption (FIPS 140-2 complaint) will be used to protect PII and a 90-day review policy will be enforced where noted in procedures.

Incident Reporting
PII:
Employees of the DOE and its contractors utilizing the ORO’s Computer Resources must report loss of PII data or information, or any breach of security protections (in electronic or physical form) IMMEDIATELY by contacting:  
· IT Help Desk Support:  576-2482 (between the hours of 7:30 – 5:00 Eastern Standard Time).
· Oak Ridge Operations Center (OROC):  576-1005 (after hours).
All incidents, whether suspected or confirmed, must be reported. 
Lost/Stolen/Damaged/Destroyed of IT Computer Equipment:
Any Lost/Stolen/Damaged/Destroyed IT equipment should also be reported as soon as possible by contacting:

· IT Help Desk Support:  576-2482 (between the hours of 7:30 – 5:00 Eastern Standard Time).
· Oak Ridge Operations Center (OROC):  576-1005 (after hours).
MONITORING, RECORDING, & AUDITING OF FEDERAL COMPUTING RESOURCES
Because these computational resources are government property, their use may be subject to monitoring, recording, and audits to ensure the systems and networks are functioning properly, to protect against unauthorized access or use, and to ensure the confidentiality and integrity of data and information resident on the systems and networks.  In addition, the DOE ORO or the Federal government may access any user’s Federally-provided computer system and/or data communications and disclose information obtained through such auditing to appropriate third
parties, including law enforcement authorities.  Users have NO EXPECTATION OF PRIVACY when using the DOE ORO’s Federal computing resources and/or public switched networks (e.g., Internet, FTS-2000).  Use of the DOE ORO’s Federal computing resources and network connections constitutes Express Consent by the user to monitoring, recording, and auditing for purposes identified above.
EXCRYPTION OF UNCLASSIFIED DATA AND INFORMATION

Unclassified data and information may be encrypted only with prior authorization of your supervisor and subject to such conditions and guidance as may be established at the DOE ORO Federal Building Complex.  Whenever encryption is used, your supervisor must be provided the decryption key to ensure that encrypted information on the DOE ORO systems will be accessible in the event the user is no longer accessible to decrypt the information.

MANAGER/SUPERVISOR RESPONSIBILITIES

All management and supervisory personnel must be aware of and be leaders in applying these principles and carrying out these responsibilities.  Supervisors are responsible for implementing these principles in their organization and for ensuring that users are aware of and acknowledge their responsibilities.

VIOLATIONS

Acceptance of and adherence to these principles and responsibilities regarding appropriate use by all users of the DOE ORO Federal computational resources is very important.  Irresponsible conduct resulting in violations of these principles and the DOE ORO Federal Building Complex policy may lead to loss of system privileges and/or disciplinary action, up to and including termination of employment, as well as criminal penalties.
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